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February 24, 2015

Ms. Marlene H. Dortch 
Secretary  
Federal Communications Commission 
445 12th St SW  
Washiington DC  20554 

Dear Ms. Dortch: 

On Thursday February 19 2015, I participated on a panel on Voice and Telephony Abuse at 
the MAAWG Conference in San Francisco.1  During the panel discussion I discussed my 
views on the issue of User Directed vs Carrier Directed Call blocking that was the subject of 
the recent US Attorney Generals petition.   

On that panel were Patricia Huse of the Federal Trade Commission and Parul Desai of the 
Consumer & Government Affairs Bureau, Federal Communications Commission. Since this 
matter is still an open Docket at the FCC I’m submitting my presentation and additional reply 
comments per the Commissions rules. 

***** 

I am the principal of Shockey Consulting LLC, a private firm in Northern Virginia advising 
telecommunications companies, technology suppliers, the investment community and national 
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regulatory agencies on any number of issues related to Voice over IP, PSTN Transition, 
Network Design and Architecture, Peering, Numbering and Signaling. 
  
I am also Chairman of the Board of Directors of the SIP Forum an IP communications industry 
association that engages in numerous activities that promote and advance SIP-based 
technology [IETF RFC 3261].  SIP is the principal technical protocol for Real Time 
Communications over residential, mobile, enterprise and carrier networks.  The SIP Forum is 
also working closely with the Alliance for Telecommunications Industry Solutions [ATIS] on an 
industry wide Network to Network technical interfaces to facilitate the PSTN Transition. 
www.sipforum.org.  For many years I was the co-chair of the IETF ENUM working group [IETF 
RFC 6116].  
 
From 2011 to 2013 I was a member of the FCC Communications Security Reliability and 
Interoperability Council (CSRIC III) and have testified and filed before the FCC, the Canadian 
Radio-television and Telecommunications Commission (CRTC) and OFCOM in the United 
Kingdom on various technical matters.  
 
My views in this letter and the attached presentation are solely my own and to not represent any 
view of the companies or participants of the SIP Forum. 
 
The letter from the National Association of Attorney Generals [NAAG] raises important 
questions. I have reviewed most of the comments from various industry participants.  The 
comments were universally thoughtful, technically accurate and represent a deep concern for 
what is an increasing menace to public safety. 
 
I particular I want endorse the comments of US Telecom in this proceeding and re emphasize 
several of the excellent points made. 
 

First:   The problem has arisen due the very nature of the new modern competitive 
landscape for Real-Time Communications made possible by the enactment of the 1996 
Communication Act.  As new competitors entered the market, technology evolved and 
the cost of making a phone call dropped by orders of magnitude benefitting consumers 
and enterprises alike. The direct consequence of this is the Caller ID spoofing problem 
or in other words “No good deed goes unpunished”. 
 
Second:  The Commission needs to carefully note the difference between User Directed 
Call Blocking vs Network Directed Call Blocking. The PSTN already has User Directed 
Selective Call Acceptance (SCA- the white list) and its twin Selective Call Rejection 
(SCR – black list).  Network Directed Call Blocking is sometimes referred to as “Do Not 
Originate” or “Super Do Not Call”.  In particular the Do Not Originate would potentially 
allow the carrier to block any call that is using a non-allocated North American 
Numbering Plan NPA-NXX number.   
 
The Industry is correct to point out that Network Directed Call Blocking has significant 
risks associated with it and may be illegal under the Commission’s current rules for “the 
call must go through”. Network directed blocking is not allowed even in cases of billing 
disputes. The industry is continuing to work thorough the contentious issue of Rural Call 
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Completion so complicating matters further without clear guidance or ‘Safe Harbor’ rules 
is ill advised. The potential for abuse of call blocking through black lists enormous. 

 
Third:  Internet engineers, such as myself, are looking at various technologies that could 
substantially suppress the problem of Caller ID Spoofing . We should all understand 
there is “No Silver Bullet” here.  The IETF STIR initiative is one of those and industry, the 
FCC and the US Government need to support that effort with increased technical 
resources and public support. The STIR initiative, however will take time, and will 
eventually require substantial input from the Commission and US industry numbering 
committees. 
 
I also support a national effort to provide consumers with more network centric validation 
and verbose identification to permit consumers and enterprises to answer a call with 
some level of confidence that the call is actually coming from a trusted source. I refer to 
this as CNAM Plus or Enhanced Calling Party Identification. 
 
Fourth: Industry correctly reminds the Commission that we are undertaking a Transition 
of the PSTN to all IP technologies.  It would be foolish in the extreme to ask the industry 
to deploy capital resources in a vain attempt to modify existing Class 5 Time Division 
Multiplexing [TDM] and Signaling System 7 [SS7] equipment that is already in some 
cases 30 years old and slated for decommissioning. 
 

I would be happy to clarify any issues with staff if needed. 
 

Respectfully submitted,  
 

 

Richard Shockey 
Principal 
Shockey Consulting 

 

CC:  Parul Desai 
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STIR  
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How long will it take to implement STIR ? 

•  Steps and likely time frames include:   
-  SIP protocol enhancements.  
-  X.509 certificate profile 
-  Certificate Revocation List (CRL).  
-  Selection of Cryptographic Material 

-  Policy Question:  When to begin regulatory consultations on 
Certificate Repositories. Who issues private keys? Where are the 
public keys stored?  In the numbering databases? LERG NPAC? 

-  We do not want to see a repeat of Web SSL cert invalidation.  
-  Actual implementation. The Session Border Controller (SBC) is the key 

to carrier implementation. At the conclusion of Standards development 
vendors would probably need 12 to 18 months to get something into a 
General Availability release, followed by at least a year of network 
operators testing. 

•  The entire process could take at least five years. 

•  IMHO STIR is both essential and inevitable.  8 



Enhanced CNAM 
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 Pseudo-ANI/CLI for International Gateways  
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  Pseudo-ANI for International Gateways  
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Whitelist Blacklist for phone numbers  

•  The issue of User Directed Call Blocking vs Network Directed Call 
Blocking which is what 36 United States Attorney General’s have 
asked the FCC about. 

•  The PSTN already has User Directed Selective Call Acceptance 
(SCA- the white list) and its twin Selective Call Rejection (SCR – 
black list) 

•  Network Directed is sometimes referred to as “Do Not Originate” 
or “Super Do Not Call” In particular the Do Not Originate would 
potentially allow the carrier to block any call that is using a non-
allocated NANP NPA-NXX number.  

•  Policy Question.  The carriers will want some ‘Safe Harbor’ here due 
to existing “the call must go through” regulations etc.  
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Future of Numbering  
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•  Kudos to Henning Schulzrinne 
•  http://www.cs.columbia.edu/~hgs/papers/2014/2014-NumbTest.pptx 

•  Are Phone Numbers Domain Names? 

•  My comments to the FCC on Numbering [March 2013] 
•  http://shockey.us/index.php/download_file/view/13/142/ 
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Other observations  
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